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Certificate Trust
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Root certificate is the top-most certificate 

of the tree, the private key of which is used 

to "sign" other certificates. 

All certificates immediately below the root 

certificate inherit the trustworthiness of the 

root certificate

The root certificate is usually made trustworthy by some mechanism other 

than a certificate, such as by secure physical distribution. 

For example, some of the most well-known root certificates are distributed in 

the Internet browsers by their manufacturers. 
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OpenPEPPOL transport 

infraestructure specifications

ICT-Transport-AS2_Service_Specification-2014-01-15.pdf

Item 3.6 in page 19

•
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https://joinup.ec.europa.eu/svn/peppol/TransportInfrastructure/ICT-Transport-AS2_Service_Specification-2014-01-15.pdf
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Who we trust now?
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Major root certificate stores



Apple Microsoft Mozilla Oracle Android
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The current problem?
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HTTPs interoperability not guaranteed between APs

 There’s no consensus in OpenPEPPOL today about 

who should be trusted at the transport layer

 Different trust criteria depending on the AP because is 

being granted based on the default trust stores which is 

dependant on SO, software, etc

 AS2 over HTTPS is failing because of European CAs 

not being present in default trust stores
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What is a TSL?
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 TSL =  Trust Service status List

Trusted lists are essential elements in building trust among electronic 

market operators by allowing users to determine the qualified status and 

the status history of trust service providers and their services.

 Based on ETSI TS 102 231
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EU Trusted list
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 Member States have the obligation to establish, maintain and 

publish trusted lists of qualified trust service providers and the 

qualified trust services provided by them. The lists are available 

for consultation on this page

 In order to allow access to the trusted lists of all Member States in 

an easy manner, the European Commission has published a 

central list with links to national “trusted lists”.

 Human readable

 Machine format

https://ec.europa.eu/information_society/policy/esignature/trusted-list/tl-hr.pdf
https://ec.europa.eu/information_society/policy/esignature/trusted-list/tl-mp.xml
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Proposed Solution
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1) Use of the EU trusted list (TSL) in OpenPEPPOL

1) Create OpenPEPPOL addendum TSL for covering 

possible gaps in EU’s
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Implementation plan
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April 1st 2017

1) OpenPEPPOL to publish TSL

1) APs to add OpenPEPPOL’s TSL to truststore 

1) APs to add EUs TSL to trustore

1)
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