PEPPOL B

PAN-EUROPEAN PUBLIC PROCUREMENT ONLINE

Guideline for TIA signing and issuing of certificates

For all PEPPOL Authorities

Last updated 19. April 2016

OpenPEPPOL AISBL
Rond-point Schuman 6, box 5
1040 Brussels Belgium



* Xk
* *
* PP *
* *
* oy
PAN-EUROPEAN PUBLIC PROCUREMENT ONLINE

Guideline for TIA signing and issuing of certificates Page 1

Document Logistic

This is a snapshot of an on-line document. Paper copies are valid only on the day they are printed. Refer
to the author if you are in any doubt about the currency of this document.

This Document relates to: Subject area

Revision History

Date of this revision: 19-05-2016 Date of next revision (TBD)
NR Date Summary of Changes Changes
marked
1.0 19-05-2016 First draft (N)
Approvals
This document is approved by:
Date Approved Approver
N/A N/A
Owner, Editor and Contributors
This document is provided by:
Name and Role or Organisational reference
Unit OpenPEPPOL Operating Office
Owner Anna-Lis Berg DSG OpenPEPPOL
Editor Clara Mgller-Nielsen (BAM OpenPEPPOL OO)
Contributors Sven Rasmussen TICC Leader, OpenPEPPOL PA
Clara Mgller-Nielsen (OpenPEPPOL PA Coordinator)
Distribution
This document has been distributed to
Name / Usergroup PEPPOL related unit and /or role
OpenPEPPOL AISBL Corporate identification info@peppol.eu
Rond-point Schuman 6, box 5 number 0848.934.496 www.peppol.eu

1040 Brussels, Belgium (Register of Legal Entities Brussels)




PEPPOL [§

PAN-EUROPEAN PUBLIC PROCUREMENT ONLINE

Guideline for TIA signing and issuing of certificates Page 2

Table of Content

Yoo o= Y o o SRR
R =1 1o V- T TP PP
TR 1T o | £ OSSPSR

OpenPEPPOL AISBL Corporate identification info@peppol.eu
Rond-point Schuman 6, box 5 number 0848.934.496 www.peppol.eu
1040 Brussels, Belgium (Register of Legal Entities Brussels)




PEPPOL [§

PAN-EUROPEAN PUBLIC PROCUREMENT ONLINE

Guideline for TIA signing and issuing of certificates Page 3

1. Application
e Membership approval (Please see membership approval process for details)
o The new AP / SMP signs an OpenPEPPOL member form
o The Service Provider sends signed Membership Registration form to OpenPEPPOL
o MC approval of member
o The member is informed on membership status — and billed for membership fee

e The PA support at the Local PEPPOL Authority sends TIA documents to the Service Provider for
signing

e The AP /SMP signs TIA (Transport Infrastructure Agreements) with the local PEPPOL Authority

e The Service Provider returns signed TIA Annex 1 and copy of company registration documentation
and signed AP and/or SMP Agreement scanned into 1 single PDF to the local PEPPOL Authority

e The PA support at the local PEPPOL Authority validates the TIA and company registration
document

o Authenticity of the company registration document
o Isthe TIA filled out accordingly?
= Signed by authorised representative

= Annex 1 filled out with special attention to section 4.6 — correct e-mail address and
cell phone number (readable if in hand writing) as this is where the PEPPOL
Certification Authority sends the Enrolment guidance and PIN codes

e The PA support at the local PEPPOL Authority sends the signed TIA from the AP / SMP to the local
PEPPOL Authority for signing

2. Testing

e The PA support at the local PEPPOL Authority sends a request for the PILOT/test certificate,
including TIA Annex 1 and the copy of company registration documentation, to the PEPPOL
Certification Authority.

e The PEPPOL Certification Authority prepares the test certificate and sends guidance to the Service
Provider on Enrolment for an OpenPEPPOL PKI Pilot/test certificate.

e The PA support at the local PEPPOL Authority sends the guidance documents + Test template to
the Service Provider

e The Service Provider downloads the OpenPEPPOL PKl/test certificate and executes test
procedures.

e The Service Provider sends documentation for test procedures to the local PEPPOL Authority.

e The local PEPPOL Authority validates the test report and sends it to the PEPPOL Certification

Authority
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3. Certificate

e The local PEPPOL Authority sends the request for Production certificate to the PEPPOL
Certification Authority

e The PA support at the local PEPPOL Authority sends the signed TIA Annex 1 + copy of company
registration documentation to the PEPPOL Certification Authority

e The PEPPOL Certification Authority prepares the production certificate and sends guidance to the
Service Provider on Enrolment for an OpenPEPPOL PKI Production certificate

e The Service Provider downloads the Production certificate and enters into production.

e The local PEPPOL Authority contacts OP BAM with information on AP / SMP entering into
production mode

e OP BAM updates the list of Certified AP’s on web and sends the OpenPEPPOL Certified logo to the

AP / SMP
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